What should the next steps be for the Department in fostering the advancement of l1oT?

To drive innovation and efficiencies, industry needs a single voice for security and privacy best practices and
standards voice among government agencies. DOC should become an advocate for other federal agencies to
embrace similar principles. Doing so will benefit industry significantly including startups who do not have the
resources to navigate the varied direction and messages being advanced. Such efforts can help to accelerate
the introduction of safe and secure products to the market.

Second the DOC should engage with Congress in support of such efforts including the Developing Innovation
and Growing the Internet of Things Act (DIGIT Act).'® The Act as proposed would convene a working group of
federal entities that will consult with private sector to provide recommendations to Congress. These
recommendations would focus on how to plan for, and encourage, the growth of the loT and ideally integrate
security, privacy and sustainability principles. Third the DOC should track adoption of principles and provide
early adopters positive and public affirmation. Such tracking is a key metrics to measure the effectiveness and
impact of NTIA and the Internet Policy Task Force.

Conclusion
In summary, the OTA commends the DOC is their work to help address the benefits, risks and threats of loT.

Initial efforts of convening multi-stakeholder efforts are encouraging and an important step. OTA looks
forward to working with NTIA on this and related efforts to enhance consumers’ control of their data, while
promoting innovation, resiliency in our critical infrastructure, economic growth and an open internet.
Collectively we can take loT security and privacy to the next level, promote innovation and economic growth.

Sincerely,

Craig D. Spiezle

CEO & President
Online Trust Alliance
Craigs@otalliance.org

https://otalliance.org
+1 425-455-7400

Attachments
Exhibit A loT Trust Framework 2.0 — Released Jan 2017
Exhibit B - 10T Securing the Internet of Things; A Collaborative & Shared Responsibility — March 2017

16 DIGIT Act https://www.congress.gov/bill/114th-congress/senate-bill/2607
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WORKING TOGETHER - DRIVING TRUST & INNOVATION

Looking ahead we have to hope the majority of loT devices will never be compromised allowing society
to realize the promise and scale of loT. At the same time we need to act today to maximize the security,
privacy and vitality of all loT devices. As devices proliferate the home and office, we need to accept the
reality of abuse. As witnessed with recent bot attacks, society and critical infrastructure can and will be
damaged from an amplified and sustained attack. As they become proxies for abuse, we need to realize
the risk of significant harm to not only our economy, but to the cities where we live and work. This can
be averted by working together to enhance security, privacy and resiliency to realize the potential of a
connected society. Acting now will help prevent and mitigate the risk of a digital disaster. We all have a
role and responsibility to address security and privacy

Recognizing these risks and public policy implications, more than two years ago OTA convened a multi-
stakeholder effort. Participants included over 100 organizations including ADT, Center for Democracy
and Technology, DigiCert, Device Authority, the Internet Society, the National Association of REALTORS,
Microsoft, Symantec, Verisigh, TRUSTe and others.>* Incorporating related efforts from the U.S.
Department of Commerce, DHS, FCC, FTC, White House and others, in January 2017 OTA released the
loT Trust Framework 2.0 (https://otalliance.org/10T). The Framework serves as a comprehensive set of

actionable, measurable and most importantly achievable principles for 1oT developers.>®”2 By design it
provides prescriptive guidance to embrace security and privacy by design into loT devices and
applications. It not only addresses the security and data privacy when a device is shipped, but most
importantly sustainability; how devices can be kept secure over their connected life.? In addition OTA
has released other resources including the Smart Home and device setup checklists to help maximize the
security and privacy of connected devices. See https://otalliance.org/SmartHome.

OTA is a member-driven non-profit think tank with a global mission to enhance online trust, user
empowerment and innovation. OTA develops and accelerates the adoption of trust enhancing best
practices, and promotes balanced public policy and the importance of meaningful self-regulation. In
addition, OTA publishes annual benchmark research including the annual Online Trust Audit
(https://otalliance.org/TrustAudit), recognizing leadership in security, data stewardship and responsible

privacy practices. To learn more visit https://otalliance.org.

! Auto Dealers Association www.AutomotivePrivacy.com and National Association of REALTORS https://www.nar.realtor/

2 See loT Smart Home and Smart Devices Checklists https://otalliance.org/SmartHome

3 Internet Society loT Overview http://www.internetsociety.org/iot (October 2015)

4 National Association of REALTORS https://crtlabs.org/

5 ECC https://apps.fcc.gov/edocs public/attachmatch/DOC-343096A1.pdf (January 2017)

6 FTC Guidance to help address Security & Privacy Risks https://www.ftc.gov/news-events/press-releases/2015/01/ftc-report-
internet-things-urges-companies-adopt-best-practices (January 2015)

7 DHS loT Strategic Principles https://www.dhs.gov/news/2016/11/15/dhs-releases-strategic-principles-securing-internet-things
(November 2016)

8 |oT Trust Framework and key security and privacy principles https://otalliance.org/loT (January 2017)

9NTIA loT Upgradability & Patching https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-iot-security
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